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(54) ENCIPHERING METHOD BY HIERARCHIC KEY CONTROL AND INFORMATION 
COMMUNICATION SYSTEM 

(57)Abstract: 

PURPOSE: To improve the safety of a file that plural 
users shares in environment where users are 
hierarchically sectioned according to kinds of information 
which can be accessed and to correctly decode a 
ciphertext file, controlled by a user belonging to one 
layer, by a user belonging to a layer above the layer. 
CONSTITUTION: A terminal 100 reads a key generation 
right list 131 and a ciphertext 132, making a group with a 
file name 130 that the user inputs, out of a storage 
device 120 and sends only the key generation right list 

131 to an IC card 110. When the received key 
generation right list 131 and the card identification 
number 133 of an IC card 110 satisfy specific relation, 
the IC card 110 generates a data key 135 on the basis of 
a master key selected from among the key generation right list 131 and its card master key 
list 134 and sends the data key to the terminal 100. The terminal 100 decodes the ciphertext 

132 with the received data key 135 to generate a plaintext 136. 
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h:it{zx^xmtt^^fL^ {:^7'y'f7 0 0) o 
[0 0 5 0] 1 0 0 (i. ^-riBli^fil 2 OrtiT)^ 

^m^-T-yji^e 0 0 (116) ^^^lio. 

^M3 0 4 tc^^i-^ ^^7 0 1 ) o ^--^fti. 

S^^n:^j^SiJ#'^T--r;V6 0 0 4-#03 L. {^^L/j 

^xy T ^ )\^(D^mm^'^xti^m3 0 s^^orjt^ 

-r^o ffi*l OOti. t<Oi^^^tl/zi-^X(OZJ,'~-^*<D 
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x';'^? 0 2) o tLX. ^(Om^&mv:^ YilC:^ 
- K 1 1 Otiii^ (;^T^y-/7 0 3) o 
[0 0 5 1 ] I C:^- Kl 1 Oti. S*l 0 0 i: ^l^l^b 

1 0 Oi::^»)i^i- C^T^-y:/? 0 4) o ^j:^^ ^<0 

[0 0 5 2] 0 Oti. I C:^-K1 1 0 

{T.y-y^l 0 5) o ^LT. ^Cy^^^Mz^^Xy 
)Vtyr^)V^hm^JSLn'):^'^t^m^\^x^ IB 
'It^S 1 2 0 IC» § 3itf (;?^ -r '7 y 7 0 6 ) o 
[0 0 5 3] Sf^t::. ^--f i^ii-'V - 2 0 0 J: "9 
I Cp5? - Kl 1 Q^M.n]&'t:^h\zX<>X-r^X<0^m 

[0 0 5 4] I18ti. 117Ui5lt^ I C:^-K1 1 01*1 
^(om^^^M (;^-r'y/7 0 4) =£rSt::i*t <^L7^^ 
^Tu^llT^^^o lCii-Y\ 10 1 0 

[0 0 5 5] I C:^- Kl 1 0(i. ^ TStt?5to /cH^ 
\^^hi)^h'n^^^^'1r^ {:^y-y~f^ 0 1) o ^tttrv^ 

4) o 

[0 0 5 6] ^tt^o/cli^^^^JX hO^^^^tcS 
5?;- KmJgiJ^-i'^iJ^-g-tttrv^^m^. IC:^-K110 

2) o -^LT. ^oMtf^^tL/cvx^a^lt^^^SV;^ 

-t- {T.y'-J':/^ 0 3) o -eb-C. 't^X(0^m^^~7't 
h (;^-r ^y-ZS 0 4) o 

[0 0 5 7] 09 t±. ffi'lt^fi2 0 onffilt^fLrv^;^ 
[0 0 5 8] ^tSltm^t. ^"-^f^^^I C:^ - Kl 1 0 =^ 'J 

-^^-r ^2 0 o^i^mxL. tmmmi 2 otcK'it:^tL 

Tgiiife^tL^ (7.7-^7 7^9 0 0) o 

[0 0 5 9] 0 ot±. i-riB'lt^fii 2 ome-n 
-^cT^^T^r^v— H^^^^as 0 4 ics^-r^ (7sx^> 

-/9 0 1 ) o 

[0 0 6 0] =^^-"^\t^ my^^fifzy T ^ )v^(o-m^ 

#BSL. ^^ii^/^v^y T ;v^=SrAlJ^ffi3 0 5 
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ItUT. h ^^IBIigai 2 076-'b^<;^W^ (Xr7:/9 
02) 0 tLX. m^&^'):^h(0^^ I C;^ - Kl 1 
0 {T.-ry'fd 0 3) o 

[0 0 6 1 ] I C:^- Kl 1 Oli. 0 0 J: 

tix^fzm±^mv7.v^i,t\zr-^m^^mL. m 

[0 0 6 2] 1 0 0(i. lQio-Y\ 1 Q l^'&h 

fix ^ fzT'-^m.^^^^xm^xy T ^ ^v^rffi^-r ^ 

10 {y^y-v-f^ 0 5) o mm^. :^'-^if')-Vy^ ^ 2 
00<t*5 IC:^;-K1 \ Q^y^^^-f^tK^^x. ^ 
-<X(D^^ii^^T'fh (;^-rtyy9 0 6) o 
[0 0 6 3] HI 0 (i. m9Ki6\'ih ICiJ- KrtSBO 
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v^^ (7.x';'7'1000x 1001)0 ^O^^O^)^ 
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mM')y^ Y\z'^t.ftxy^^:h't^x<Di3- msuii-^^o 
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xm^xmrn-fh roj ru r2j -=sr^^ 
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m2(D%'gmx\tm \ \(o^m^m^^^. 
[ 0 0 7 2 ] m 1 1 ^#Bs LT. '^%ymv^^^^x^'x 

^m^m^mm-f^o m \ itc^^v^T. gj7 ^iwii:3e!is 
>^-ry ytclil^DS-i-^^L. umt'^^-fho mi 1 
X-r^^y 1 1 0 0, 1 1 0 1 ;i»«±i£Tv^>£>o 
[0 0 7 3] i-^t>-t>. ;^T-';' 7^1 1 0 0T% 
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r-I C:^- Kl 1 Otc^>(ii->6i9tcLTV^-6o 
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S&fil^ti> ±^0^ 1 O|liS0llcoll2 , 3i:fWlfllT-$> so 
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[0 0 7 8] m \ 2\t^ ^%mm\zi^\'fh^^x {y 7 
^;vif$g) (DU^<o^m<om^^7^'fruy^mxh 

mi 2tzi3v^T. mi bw\^^mhh\^^\tmmz\t 
nM^^^Hi.xmMim^'th^ mi 2;6^mi tmt^ 

^^.\t. zTuy ^ \ 2 Q Q , 121 OXhho 
[0 0 7 9] ^%mmx\t. I C??;- Kl 1 

-r^co-eii^ < . ■7^iJ'li^^T;vrri;XA 1210=^ 

ffiv^-ci5g@sij-e7.5^ii 1 2 0 of)-h^z^mt-t^mmm^ 

I ci3- Y\tmmm'^7,9mt Lxmimmo-^y^^m 
KM 1 $-1211 B'^^m^'r:^icii-Y\tmm%\\^7^ 

^mt L"C^2Pg®0^;^^liKM2 ^fSHLTV^-So 
[0 0 8 0] mi3ti. Pg^S!SlJv7.^||>5f^i)(b:d-i:i6ffl 

1-^t>^,. ^ i PgSv;^^||i 3 0 oi)^h-:^mn. 

mmi 3 1 0 ^m\^^xm i imm^^^mi 3 o i ^ 
^fSs-t^^it-^^x^^ho -'':^miimikxi>^i}-h. Tfi 

[0 0 8 1] mi 4 li. I C:^" Kort^«^=^^i-y 
uy^mx^^, :iix\im:^&^\,zm4 tWlZXiy^a fz 
fzL. 4 0 3 },Zl±^ ^ 7. hT{i^<. 

SlJ-7;^^lil 4 0 0;6-*— o/ittlS'tt^tLTV^>2>o ^Jb\ 

-;^f6]14B5^fi: 1 3 i o li-fe^^ v x-f yu^*^ a 4 o 5 
[0 0 8 2lmi5(i. y r 4 )\^<Dm^^^Rl/m^'^ 

^^(0 1 c:^- Yp^u<Dm±^i!km^m'tmtimx$> 
c^-r^yisoo) . ^<D±m^tifz^mm^ 

[0 0 8 3] t/c. :^mmmiziB^f;^yr^;\^<om^ih 
9 tmUxi>:ho 
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[0 0 8 5] mmm 4 ) 

[0 0 8 6] ^^B^<Dm4(ommm^mm't^o 
m4<Dmmmii. m^&^i>zii±^(Dm3(Dmikmtmm 

xh^o ^(Oi^ 7-7- ^<Di^ y.y- -U^jSl. i5X,xfm^<o\^ 

tmmt. ±'^<om\(o%mm(om2, 3tw\m.xh 
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[0 0 8 7] HI 6ti. ^mti^m-i^^f^^^x {yr 

^;5).arti, ^ 1 6 0 0. 1 6 1 0, 1 6 0 1, 1 

6 11 -C$>^o 

[0 0 8 8] •t^j:t>-ib. :^mmmx-ii. H^^filO^^ 

LTV^JS>5^^hv>^'ffiffl*ScO'f-j^ ^ 1 6 1 1 =£r^f ^^."^^ 
I0 0 8 9]1117ii. I C:^- V<0\^Um&'^7J^i-^ 

^^^tscffiT**>^«Aiasu«-^i 7 0 omm^i-^x^^^ 

^ o 

[0 0 9 0] HI 8t±. :*:*Mf?iJt^:fev^r. ¥5:-7 7-r 
;V^Bt-^^bLTlS'li^Sl 2 0 {Z9^^tfm'^(0^^^ 

m^m'tm.fimxi>:bo :ifi\t&^m\izmi itmcx 
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8 0 0, 1 8 0 1, 1 8 0 2 l^a§#^o-Cv^^o 
[0 0 9 1 ] mi 8lw:j5V^T. 7^7 0 3 T*®^^ 

av;=^b=£rIC:^ - Kt::^^^> ;^'r^;':/l 800 "CI 

-r>S>m2 00>^.X77'2 0 0 OcOiJ[kS-C*)>9. IC:;^;- 

[0 0 9 2] S*ti. v'^x^^y 1 8 0 1 r% iiSUS-i-r 
1 6 0 0 ^#SBL-C. I Zi^- K:d-ib$ttljCofc 

ti/ifflAmsy*-^^ I C:*- K 1 1 0 t::^^-t^o 
:y7^1 8 0 2-e. I C:^- Ktif'-^a^^*!l;3S2 ^^f 
;^^o «lixti. t^^f '5»m2 0O:^T--y >^2 0 0 1 

[0 0 9 3] mi 9I±^ :$:*i&'e?)Jt::i3V^-r. lB'tl^fi2 

0 OtcfB1t^tlTV^-6Bf-^iC'7T-f -€-tt 

m9^o;^f-';'-y904y5i^J^T">y^l800, 1801, 

1 8 0 2 tcg^#t»orv^^o -t^^t). ft^iJU^-^-r- 
y;i/l 6 0 0^#fi3'r^^^t^<J: I C:^- K:d-^>S: 
tt^ -ofzi^- KftSU*-^ ^ ^ « AmSU*-^ =^r 

^#(bttfc^AmSiJ#^=^ I C:^- Kic^^ltr. 11 

[0 0 9 4] 112 Oti. -7 T ^;vco»§d2i^S.t^tt';^^ 

B#o I c - Ynti(om^Wu%^^7f^'f'^^mxh 

r :v-7'2 0 0 0, 2 0 0 1 :6^#ttJbDx. ^ttTV^^,^,>^-*^ 
[0 0 9 5] -r^^t)^,. «5S^^^blS^^«IU^ h^Stt 
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Mofzh. t-f> KmSU^-^^S^l 0 0 
(X-f ^7 7^2 0 0 0) o ^co;^-r •/2 0 0 0 li. Ell 
8, 1 9 0;^X';^yi 8 0 0tr^^j£-r^o mi 8, 19 
xmm\.fzX.>)\z^^ I C:^-K:d^?.SttWof^ 

Kfasy*#^m't-^1SAiaSiJ«-§-^ I C:^?- Y\z 

m^o icij-vit^ igm^tix^tzmAmwm^t^ 

:^^^T^d {71^^/2 0 0 1) o 
[0 0 9 6] :$:*Jfe«Hct:ixtf. m 1 '^^^^3 omiMm 

[0 0 9 7] 

i7-vfj:i^<Dtmmi^<ommm^^^':>xm^m^±^ 

[0 0 9 8] ^ tc. ±fS I C :^ - ^(^KltiK^^O 

r*. h^mm\>'m't^^-'^*^^^^xmm^iixx\^^:hm 
30 mmom^t^mm] 

[mi] 1 c7>||M^J=^^i--/^*>'^mT'$) 

^ o 

1112] ^ 1 OHJS-PJ'^v^^-ri.fll^iat' *)^o 

in 3] ^1 <^*iitfiHc;fctt-5.«*ortgf«fiS;ll-e4) 
[114] ^ 1 <7)^ifef?iiCi3tt^ I C;^- KOrtSBS^m 

[m5] mi<omMm\'i^^^^^'-^*Rv''^^^^^^ 
^mxh^o 

40 [m6] ^ 1 <:0^JS«l::ibMt^msyS-^-r'-y;V(?5lt^ 

mi] mi(ommm\z^^^x^ ^^-xyr^ji^^m-^it 
i-^m^oiikm^m^m'rm.timx^^o 

-r^js^^o I c:^- v\^^<o^m.iyj^i-m.timx$>^o 

[m9] ^l(0^Jfe^Jt::i3v>-c. Bg-^^:^ t ^ 
[miO] Sl O^MfOt^i3v^r, Bt-f-i7r-r;v^m 

50 >6o 
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